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Legal Issues 
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Overview 
  The following slides each indicate a broad area of  
legislation or workplace practice of  which you 
should be aware 
  Each of  the topic areas is likely to be featured among 
questions in the stage tests 
  Some of  the topic areas are likely to be relevant to 
the open book examination 
  You are only expected to be familiar with the scope of  
the legislation 
  You are not expected to become legal experts 
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Further Resources  
and Independent study 
  You will find an overview document for this topic in 
Edshare 
  Resources and activities covered in INFO1010 on 
the IT profession are also relevant to this topic area 
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Consider and discuss 
Shadowfax Scenario 
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Scenario 
handout & discussion 
 Shadowfax is a chain of  eight estate agents in Southampton 
affiliated to a national chain. You are the sole IT professional 
employed locally. You have administrative rights to all the 
computers systems, and are responsible for maintaining the 
security of  the systems and supporting colleagues technical 
requirements.   
  By chance you discover that some staff  are using the email 
system to send what you consider to be offensive images 
accompanying jokes of  a sexual nature to other staff. 
  By looking at some of  the admin logs you reach the conclusion 
that at least one member of  staff, who appears to be the initial 
source of  the emails, is also viewing what you consider to be 
pornography on various external websites via the office network. 
This activity is taking place out of  office hours.  
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Scenario 
handout & discussion 
By discussing and or doing some web searching can you 
identify 
  the sorts of  areas of  legislation which are relevant to this 
scenario 
  the names of  any actual pieces of  legislation which you 
think are relevant to this scenario 
  web sites, organisations or agencies which might provide 
further information or advice relevant to the scenario 
  If  a friend or colleague related this story to you what 
advice would you give them? 
  Would you have any concerns about their behaviour? 
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Feedback and Discussion 
  Taking feedback from the class 
  Think about the scenario as we consider various 
legal perspectives on the workplace…. 
  You can use the scenario as a focus or reality check 
for further research/ test and exam preparation 
which you undertake independently 
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Workplace  
Rights and Responsibilities 
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Broad Scope 
Employment Legislation 
  Getting a job 
  Keeping a job 
  Your rights whilst working 
Equality in the workplace 
  Equality Act 2010 
  Sex Discrimination Act 
1975 
  Equal Pay Act 1970  
  Disabilities Discrimination 
Act 1995  
  Agency Workers 
Regulations 2010 
  Trades Unions 
  ACAS, and Employment 
Disputes  
  Harassment and Bullying  
  Whistleblowing 
  Health and Safety at Work   
  Professional Bodies 
  Working Practice 
  Codes of  conduct  
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Employment…. 
  Pay 
  National Minimum Wage 
  Employment Contracts and 
Conditions 
   Time off  and Holidays 
  Flexible Working 
  Working Hours 
  Sickness Absence 
  Business transfers and 
takeovers 
  Starting a new job 
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Employment terms and conditions incorporate 
Sources of  information… 
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http://bit.ly/g6jjrE  
Self  Employment 
11/28/11 !INFO2009 Professional and Legal Issues  
Income Tax 
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Can also include… 
  Working time regulations 
  Trades Unions and 
Collective Rights 
  Part time Work 
  Fixed Term Work 
  Employment Tribunals and 
Dispute Resolution 
  Work and Parents/Care 
duties 
  Maternity 
  Parental Leave 
  Time off  for Dependents 
  Employment Act 2002 
  Equality Act 2010 
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Workplace rights defined 
include 
Employment Laws and Practice 
  Equality Act 2010 
  Employment Rights Act 1996 
  Employment Act 2002 
  Other laws which may relate to employment 
  The Race Relations Act, 1965, 1968, 1976,  
  The Race Relations (Amendment) Act 2000 
  The Race Relations Act 1976 (Amendment)  
Regulations 2003  
  The Disability Discrimination Act 1995 
  the Sex Discrimination Act 1976 
  The Equal Pay Act 1970 
Trades Unions – the right to strike 
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Search for legislation 
11/28/11 !INFO2009 Professional and Legal Issues  
Legislation and advice 
  You need to search and find sources of  information 
  To prepare for the test 
  To prepare for the case study exam 
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The Equality Act 2010 
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http://bit.ly/eqact2010 
Disability Discrimination Act 
1995 
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Harassment 
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The Equality Act 2010  
unwanted conduct related to a relevant 
protected characteristic, which has the 
purpose or effect of  violating an individual’s 
dignity or creating and intimidating, hostile, 
degrading, humiliating or offensive 
environment for that individual 
Chartered Institute of Personnel 
and Development  
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http://www.cipd.co.uk 
Whistleblowers… 
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whistleblowing - the disclosure to the public or to authorities, usually by an employee, of 
wrongdoing in a company or government department 
en.wiktionary.org/wiki/whistleblowing 
whistle blower - An employee who has inside knowledge of illegal activities occurring 
within his or her organization and reports these to the public. 
investor.lilly.com/glossary.cfm 
Any person who makes a disclosure about improper conduct by public bodies and 
public officers under the Whistleblowers Protection Act 2001 
www.ombudsman.vic.gov.au/www/default.asp 
an informant who exposes wrongdoing within an organization in the hope of stopping it; "the law gives little 
protection to … wordnetweb.princeton.edu/perl/webwn 
A whistleblower is a person who alleges misconduct. More complex definitions may be used, but the issue is that 
the whistleblower usually faces reprisal. …en.wikipedia.org/wiki/Whistleblower 
whistle-blower - One who reports a problem or violation to the authorities; especially, an employee or former 
employee who reports a violation by an employer 
en.wiktionary.org/wiki/whistle-blower 
Whistleblowing rights 
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http://www.direct.gov.uk/en/Employment/ResolvingWorkplaceDisputes/
Whistleblowingintheworkplace/DG_175821 
Public Interest Disclosure Act 
1998 
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http://www.legislation.gov.uk/ukpga/1998/23/contents 
Agencies and interest groups 
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Such as… 
  Government agencies 
  Charities and action groups 
  Professional bodies 
  Trades Unions 
  The next few slides give some examples, you need to 
familiarise yourself  with these sources 
  Opportunities 
  Revision for the stage test 
  Preparation for the case study 
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Employment Tribunals 
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http://www.employmenttribunals.gov.uk/ 
Tribunals can consider…. 
CEC 1975 Colleges of Education (Compensation) Regulations 1975  
COMAH 1999 Control of Major Accident Hazards Regulations 1999  
DCOA 1994 Deregulation and Contracting Out Act 1994  
DDA 1995 Disability Discrimination Act 1995  
DRC 1999 Disability Rights Commission Act 1999  
EE(Age) Regs 2006 Employment Equality (Age) Regulations 2006 
EE (Religion or Belief) Regs 2003 Employment Equality (Religion or Belief) Regulations 2003  
EE (Sexual Orientation) Regs 2003 Employment Equality (Sexual Orientation) Regulations 2003  
EPA 1970 Equal Pay Act 1970 
ERA 1996 Employment Rights Act 1996  
ERelA1999 Employment Relations Act 1999  
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Tribunals can consider…. 
ETA 1996 Employment (Industrial) Tribunals Act 1996  
FTE 2002 Fixed Term Employees (Prevention of Less Favourable Treatment) Regulations 2002  
FWR 2002 
Flexible Working (Procedural Requirements) Regulations 2002 and 
Flexible Working (Eligibility, Complaints and Remedy) Regulations 
2002  
HSCE 1996 Health and Safety Consultation with Employee Regulations 1996  
HSWA 1974 Health and Safety at Work Act 1974  
MPL 1999 Maternity and Parental Leave Regulations 1999  
MPL 2002 Maternity and Parental Leave (Amendment) Regulations 2002  
NESE 1994 Notification of Existing Substances (Enforcement) Regulations 1994  
NMWA 1998 National Minimum Wage Act 1998  
PAL 2002 Paternity and Adoption Leave Regulations 2002  
PIDA 1998 Public Interest Disclosure Act 1998  
PTW 2000 Part Time Worker (Prevention of Less Favourable Treatment) Regulations 2000  11/28/11 !INFO2009 Professional and Legal Issues  
Tribunals can consider…. 
RRA 1976 Race Relations Act 1976  
SDA 1975 Sex Discrimination Act 1975  
SRSC 1977 Safety Representatives and Safety Committees Regulations 1977  
SSPA 1975 Social Security Pensions Act 1975  
STA 1994 Sunday Trading Act 1994  
TCA 2002 Tax Credits Act 2002  
TULR(C) 1992 Trade Union and Labour Relations (Consolidation) Act 1992  
TUPE 1981 Transfer of Undertakings (Protection of Employment) Regulations 1981  
TURER 1993 Trade Union Reform and Employment Rights Act 1993  
WTR 1998 Working Time Regulations 1998 
RT (WT) R 2005 Road Transport (Working Time) Regulations 2005 
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Health and Safety Executive 
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http://www.hse.gov.uk/ 
Equality and Human Rights 
Commission 
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http://www.equalityhumanrights.com/ 
UK Human Right’s Blog 
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http://ukhumanrightsblog.com/ 
Public Concern at Work 
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http://www.pcaw.co.uk/ 
Trades Unions 
  May be active in your workplace 
  There may be some kind of  local workers group 
  May not be usual in your workplace 
  Like professional bodies they require a subscription 
  They also are afforded some (limited) recognition in 
workplace law 
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TUC 
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http://bit.ly/tucrights 
Worksmart (TUC) 
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Employment Issues 
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Arbitration and Conciliation 
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http://www.acas.org.uk/ 
Professional Bodies 
Professional Bodies – and codes of  conduct 
 - we covered codes of  conduct and good practice 
But they also usually offer the services of  their legal 
departments 
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BCS Legal 
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http://www.bcs.org/category/9234 
BCS - legal 
“Enhanced Free Legal Helpline (Chartered, Professional and all 
Fellow grades), Free Online Legal service (not Affiliates) and 
Employment Disputes Service (Fellows only) 
The legal helpline… provides personal and business legal advice on subjects 
including Family, Employment, Consumer and Property Law.  
 Online Legal service, from Law Express, provides a virtual personal and 
business legal support system whenever you need it.  
 BCS Fellows involved in computing and related areas have an additional 
service - If  you become involved in a dispute arising from your contract of  
employment (not contractors), DAS will find and pay for a lawyer to represent 
you at an Employment Tribunal or Civil Court. 
11/28/11 !INFO2009 Professional and Legal Issues  
Professional Indemnity 
Insurance 
  protects against financially crippling/reputation-
damaging claims by dissatisfied clients.  
  Negligence: or breach of  duty of  care  
  Intellectual property: unintentionally infringing on others’ 
copyrights, trademarks, broadcasting rights, any act of  
passing off   
  Loss of documents/data: damaged, lost or stolen data and 
documents belonging to your clients  
  Dishonesty: liability arising from the theft of  your clients’ 
money  
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CIPD – already shown  
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http://www.cipd.co.uk 
Being a professional 
Another (related) perspective 
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Expectations of  a professional 
  BCS view - practices common to all disciplines 
Maintain Your Technical Competence 
Adhere to Regulations 
Act Professionally as a Specialist 
Use Appropriate Methods and Tools 
Manage Your Workload Efficiently 
Participate Maturely 
Respect the Interests of  your Customers 
Promote Good Practices within the Organisation 
Represent the Profession to the Public  
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Balance professionalism and 
legal rights and requirements 
  Can you think of  other ways (in 
relation to the scenario perhaps) 
that the role of  the professional is 
relevant? 
   An example of  taking professional 
responsibility might be seen in 
relation to ensuring you have a 
suitable working environment. 
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Customising the workplace 
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Sadly I 
was 
unable to 
obtain any 
images of  
male 
computer 
workers! 
Managing your environment 
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Other Areas 
For next week 
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Other workplace related issues 
Green ICT/Green IT 
Security 
Electronic Waste and Disposal  
Computer Misuse Act 1990 
Data Protection Act 1998 
Freedom of  Information Act 2000 
Intellectual Property Rights 
 patents, copyright, trademarks 
Defamation Act 1996  
Consumer Protection (Distance Selling) Regulations 2000 
Digital Economy Bill 
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Meanwhile…  
Revisit Shadowfax 
Shadowfax is a chain of  eight estate agents in Southampton 
affiliated to a national chain. You are the sole IT professional 
employed locally. You have administrative rights to all the 
computers systems, and are responsible for maintaining the 
security of  the systems and supporting colleagues technical 
requirements.   
  By chance you discover that some staff  are using the email 
system to send what you consider to be offensive images 
accompanying jokes of  a sexual nature to other staff. 
  By looking at some of  the admin logs you reach the conclusion 
that at least one member of  staff, who appears to be the initial 
source of  the emails, is also viewing what you consider to be 
pornography on various external websites via the office network. 
This activity is taking place out of  office hours.  
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